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Boost your security with Hybrid Azure AD Join:
From Zero to Conditional Access in one afternoon
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A kex, | work at a non-profit and | would love to take advantage of the better security in Microsoft 365 Business (we have Business

Premi um now), but it -epubpwdscuskemetsPsl|l §orhadacl opudht?? We emaodtusing (
go cloud-only with Active Directory and files because our vendor does not support their application in the cloud (has to be on LAN)
[ é] Do you recommend EM+S instead? ATP? [é] Al so, how &ard is it to

Good questions, Gaylae (not sure if | should pronounce that Gay-lay, or Gay-lee??), but in any event, | can tell you: Microsoft 365
Business fully supports hybrid environments, so you do not need to piecemeal your own SKU together. And have no fear,
configuring Conditional Access for a hybrid environment is going to be a snapil 6 | | show you today!

Just because yepur eamies efiss tduocekson 6oth mean you cano6t take advantage of wha
businesses have already made the move to services like Exchange Online, and are using the cloud for at least some of their critical

workloads. File shares will most likely be the next mass exodus. But you can also start migrating your endpoint management &

security operations into the cloud at any timeii t 6 s easi er than you might think!

In this post | will demonstrate how simple it is to get your small or mid-sized organization connected to Azure Active Directory in
order to enable strong security policies that will help prevent data leakage and unauthorized access to company data and resources.

Pre-requisite

As Gaylae has noted, you will first of all need a subscription that supports Conditional Access. For the small and mid-sized business
(under 300 seats) | recommend Microsoft 365 Business. Otherwise Microsoft 365 Enterprise, or the Enterprise Mobility +
Security bundles will accomplish the same.

Step 1. Prepare for Azure AD Connect

If you already have synchronized your identities to Azure Active Directory you can skip this step and the next one. Some small orgs
do have existing hybrid environments, while others may need to establish it.
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Now especially in the SMB market, domainson-pr emi ses often have a #. al
he cloud, so this i:
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li ke A.comorout@dbdbegdomdoms are meaningless in
to do. You can follow this article from Microsoft.
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Estimated time to complete: 15 minutes.


https://docs.microsoft.com/en-us/archive/blogs/akieft/microsoft-365-business-now-supports-azure-ad-connect-and-hybrid-azure-ad-join
https://docs.microsoft.com/en-us/office365/enterprise/prepare-a-non-routable-domain-for-directory-synchronization#add-upn-suffixes-and-update-your-users-to-them
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-ﬂ Active Directory Domains and Trusts

»

Operations Master... UPN Suffies |
Raise Forest Functional Level.
The names of the cument domain and the root domain are the default user
View » principal name (UPN) suffixes. Adding altemative domain names provides
addtional logon security and simplifies user logon names.
ExportList. If you want altemative UPN suffixes to appear during user creation, add
= them to the following list.
I BIpETieS Atemative UPN suffices:
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|Opens the properties dialog box for the current selection. | |

As well, you may need to import alias addresses that you have in Exchange Online. This means you need to have an on-premises
Exchange Server in order to edit certain attributes that are specific to Exchange email. | have written about this before, but just keep
this in mindi if you have to install Exchange and add back the attributes, it can add 1-2 hours to your mini-project.

Step 2. Install Azure AD Connect

The next step is installing Azure AD Connect; most small and mid-sized orgs will do just fine with the Express installation. However,

you can do a Custom installation if youwantt o constrain the scope of youriteshpicallyyotuoni zati on t
only need to sync your active users and computersi | would not bring any distribution or security groups into the cloud as those are

better managed using Office 365 Groups instead (which are cloud-only objects).

Estimated time to complete: 15 minutes


https://www.itpromentor.com/adding-hybrid-exchange-in-retrospect-post-migration/
https://go.microsoft.com/fwlink/?LinkId=615771
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-express#express-installation-of-azure-ad-connect
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom
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& Microsoft Azure Active Directory Connect

Express Settings

If you have a single Windows Server Active Directory forest, we will do the following:

« Configure synchronization of identities in the current AD forest of FABRIKAM
» Configure password hash synchronization from on-premises AD to Azure AD
* Start an initial synchronization

+ Synchronize all attributes

+ Enable Auto Upgrade

Learn more about express settings

If you would like different settings, click Customize.

Step 3. Configure Hybrid Azure AD Join

Completing Hybrid Azure AD Join requires you to perform two more steps on-premises:

1. Configure the SCP via Azure AD Connect, and
2. Create a GPO to auto-register domain-joined computers



https://docs.microsoft.com/en-us/azure/active-directory/devices/hybrid-azuread-join-managed-domains#configure-hybrid-azure-ad-join
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-fed-hybrid-azure-ad-join-post-config-tasks#10-configure-group-policy-to-allow-device-registration
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& Microsoft Azure Active Directory Connect

Additional tasks

Tasks

COverview The required tasks for the scenario have been completed. Choose from the list below to perform additional
tasks.

Connect to Azure AD

Device options Privacy settings

View current configuration

Customize synchronization options
\I Configure device options (2]

Refresh directory schema

Configure staging mode (current state: disabled)
Change user sign-in

Reset Azure AD and AD FS trust

Federate an Azure AD domain

Deploy an additional AD FS server

Previous |

Stepping through the wizard and deploying the GPO only takes a few clicks.
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File Action View Help
L AR c(R=3 7 Mol 4

> j System " || Setting State
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v | Windows Components

Register domain joined computers as devices

[ ActiveX Installer Service Edit
] Add features to Windows 10 Filter On
_‘_11 App Package Deployment Fitter Options..
-] App Privacy
| App runtime Re-Apply Filter
| Application Compatibility All Tasks 5
] AutoPlay Policies
> || Biometrics Help
> [ BitLocker Drive Encryption
] Camera 2016: Computer Configuration >
| Cleud Content
) Connect Administrative templates > Windows

| Credential User Interface
|| Data Collection and Preview
| Delivery Optimization

Components > Device Registration

(5] Desktop Gadgets 2012R2: Computer Configuration >
> & Desktop Window Manager Policies > Administrative Templates >
[ Device and Driver Compatibi o~ . .
[ Device Registration +«— | Windows Components > Workplace Join
;1 l—)ilgita’I"Locker vll ¢
< > Extended)\ Standard/

Optionally, you can also deploy a GPO that will auto-enroll devices with Microsoft Endpoint Manager (Intune). This extra step would
allow you to put other policies against the domain-joined devices using MDM rather than GPO, but it is not a requirement to get
Conditional Access working for Hybrid Azure AD Join.

Estimated time to complete: 20 minutes, although you may have to wait a while for all your domain-joined computers to get the new
policy and be recognized as Hybrid Azure AD Joined machines in the cloud.

Step 4. Set up your Conditional Access policies

At this stage the cloud is now aware of the difference between Windows 10 devices that are joined to your corporate domain, and
those which are not. That means you can decide to limit access on non-corporate computers in various ways.

For example, perhaps your organization would like to allow web access from home PCbds or personal | aptops (as
can pass an MFA challenge), but they would like to limit or block the ability to use thick client apps such as Outlook, Word and

OneDrive, which can sync and cache company data on the local device.

To make this happen, create two policies: one for web access, and another for modern client access.

Estimated time to complete: 15 minutes.

Browser access: Require MFA
Go to Azure AD > Security > Conditional Access. Create a new policy:
I Name it GRANT i Windows 10 Browser access.

I  Select All users and exclude at least one emergency access account.
9 Select the apps you want to protect for example Office 365 (includes apps like Exchange, SharePoint, Teams, etc.)



https://docs.microsoft.com/en-us/windows/client-management/mdm/enroll-a-windows-10-device-automatically-using-group-policy
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-emergency-access
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Dashboard > Conditional Access - Policies > New > Cloud apps or actions > Select

New X Cloud apps or actions X Select 0o X
Cloud apps
@ Info Select what this policy applies to Applications ()

| office 365 v

~ User actions
Name *
| GRANT - Windows 10 Browser access Include Exclude
| a Office 365 (preview) O

Assignments O MNone
O All cloud apps |:| ﬂ Office 365 Exchange Online

Users and groups ()
>
All users included and specific... ® Select apps
|:| m Office 365 SharePoint Online
Cloud apps or actions (1)
Mo cloud . I > Select N .
o cloud apps or actions sele... )
Office 365 Y:
None D y: ice 'ammer
Conditions () >
0 conditions selected
Access controls
Grant (1) >
0 controls selected
Selected
Session (1) 7 >
> Office 365 (preview)

0 controls selected

Done

Sélect Conditions:

I Under Device platforms select only the Windows option
9 Select Client apps and choose only the Browser option.
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Alex@itpromentor.com @&

ITPROMENTOR.COM WP

Dashboard > Conditional Access - Policies > New > Conditions > Client apps (Preview)

New X Conditions X Client apps (Preview) 0 X
@ Info @ Info Configure (O
~ Yes No
Name * N,
- Sign-in risk (0 5
| GRANT - Windows 10 Browser access - Not configured Select the client apps this policy will apply
to
: o)
Assignments Device platforms () > Browser
1 included
Users and groups (0
i . > . - E Mobile apps and desktop clients
All users included and specific... Locations (U >
Not configured Advanced
Cloud apps or actions (1) 5
1 app included Client apps (Preview) (0 N
Not configured
Conditions (1) >
0 conditions selected Device state (Preview) (0 3
Not configured
Access controls
Grant (O 5
0 controls selected
Session () )
0 controls selected D
Create m m
< >

Under Access controls > Grant pick Require Multi-factor Authentication.
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Dashboard > Conditional Access - Policies > New > Grant

New X Grant 0o X
@ Info Select the controls to be enforced.

Name * = O Block access

| GRANT - Windows 10 Browser access .~ @ Grant access

Require multi-factor

Assignments authentication (O

Users and groups (D 5 D Require device to be marked as

Al users included and specific... compliant (0

Cloud apps or actions (1) 5 D Require Hybrid Azure AD joined
device (0

1 app included

Conditions () N [] Require approved client app ()
L. See list of d client
2 conditions selected “e et ol approver cient apps

O Require app protection policy
(Preview) (0

Access controls See list of policy protected client

Grant (1) S apps
0 controls selected
Session (D 5 [] All users Terms of Use
W
0 controls selected hl

Create

< .
Create and Enablet he policy when youdre ready. Users wil/ be required to reg
moving forward, when accessing Office 365 apps on the web.

Windows 10 client access: Require Hyid Azure AD Joined device

Complete the same steps to begin building your policy, naming it GRANT i Windows 10 client app access, then selecting the
same users and apps as before.

Then under Conditions, again selecting Windows 10 as the Device platform, this time target Client apps > Mobile apps and
desktop clients > Modern authentication clients.
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Alex@itpromentor.com @

Dashboard > Conditional Access - Policies > New > Conditions > Client apps (Preview)

New X Conditions
@ Info @ Info
Name Sign-in risk (0

| GRANT - Windows 10 client app acce

Not configured

Device platforms (0

Assignments
1 included
Users and groups ()
All users included and specific... Locations (D
Not configured
Cloud apps or actions () 5
1 app included Client apps (Preview) (0
1 included
Conditions (1) 3
2 conditions selected Device state (Preview) ()
Not configured
Access controls
Grant ()
>
1 control selected
Session (1)
>
0 controls selected bl

ITPROMENTOR.COM P

Client apps (Preview) 0 X
Configure (O
Yes No

Select the client apps this policy will apply
to

|:| Browser

Mobile apps and desktop clients

Modern authentication clients
D Exchange ActiveSync clients

[ ] other clients ©

Moving to Access controls, pick Require Hybrid Azure AD joined device. This means non-corporate, non-d o mai n j oi ned

cannot get access to Office 365 using desktop applications.

PCb6s
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Dashboard > Conditional Access - Policies >

New

@ Info

Name *

| GRANT - Windows 10 client app acce .~

Assignments

Users and groups () >

All users included and specific...

Cloud apps or actions (1) 5

1 app included

Conditions () >

2 conditions selected

Access controls

Grant (0 S
1 control selected
Session ()

>

0 controls selected

Create

New > Grant

X

Grant

Select the controls to be enforced.

O Block access

Grant access

Il Require multi-factor
authentication (O

Il Require device to be marked as
compliant O

uire Hybrid Azure AD joined
Req Y| J
device O

[ Require approved client app ©
See list of approved client apps

O Require app protection policy
(Preview) ()

See list of policy protected client
apps

D All users Terms of Use

Select

It would be your choice whether to also require MFA for this access scenario, depending on your needs. Or you could go even
further with Require device to be marked as complianti for instance if you are going to be enforcing device compliance using

Intune policies as well.


https://www.itpromentor.com/notes-from-the-field-windows-10-device-compliance/

> NOVATECH

Alex@itpromentor.com @

ITPROMENTOR.COM @l

Dashboard > Conditional Access - Policies > New > Grant

New X Grant o X
@ Info Select the controls to be enforced.
Name * 2 O Block access
| GRANT - Windows 10 client app acce @ Grant access
Require multi-factor

Assignments authentication ()

Users and groups (0 5 Require device to be marked as

All users included and specific... compliant ©

)
}

Require Hybrid Azure AD joined

Cloud apps or actions (I 5
device

1 app included

D Require approved client app (0

Conditions ()
> See list of approved client apps

2 conditions selected

D Require app protection policy

(Preview) (0
Access controls See list of policy protected client
Grant (0 S apps
1 control selected
Session (1) S [] Al users Terms of Use .
0 controls selected b

Create

{
The controls can be as strong or as relaxed as you need them to be for each unique access scenario.

Conclusion

See, not so hard was it? Conditional Access with Microsoft 365 Business works no matter where you are at in your cloud journey.

The cloud enables you to go faster, and further, than you ever have before, and with better security than what you have been able to
offer on-premises in the past.

Layering ndevice awareo Conditional Access rules into yoair security
organizations upgrade from Office 365 to Microsoft 365, whether they are hybrid or cloud-only. Once you can actually distinguish

between corporate and non-corporate contexts, you can start taking advantage of some pretty amazing security controls, and you

can choose just how much access personal / unmanaged devices are allowed to get.

And there is so much morei MAM policies for personal mobile devices, Office 365 ATP for better anti-phishing and anti-malware
protection, Sensitivity labels, Retention labels and policies, DLP1 the list goes on!

Every organization can benefit from these capabilities, especially those that work with sensitive data, or customer data that might be
subject to regulations like GDPR or the new California Consumer Privacy Act. Eventually | think it is safe to say that every business
is going to be responsible for better data stewardship and more compliance with laws and regulations, so it is best if you can get
started as soon as possible.

And hey, Gaylae, did you know that non-profits can redeem 10 free licenses of Microsoft 365 Business to get started? This should
be enough for you to demonstrate a Proof of Concept to management, and see if they will open the budget a tiny bit more for that
upgrade from Office 365 Business Premium!
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